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1. About the NGMN Alliance
The NGMN Alliance is an industry organization of leading world-wide Telecom Operators, Vendors and Research Institutes (see www.ngmn.org) and was founded by international network operators in 2006. Its objective is to ensure that the functionality and performance of next generation mobile network infrastructure, service platforms and devices will meet the requirements of operators and, ultimately, will satisfy end user demand and expectations. The NGMN Alliance will drive and guide the development of all future mobile broadband technology enhancements with a focus on 5G. The targets of these activities are supported by the strong and well-established partnership of worldwide leading operators, vendors, universities, and successful co-operations with other industry organisations.

2. NGMN 5G Work-Programme, Requirements and Architecture (P1)
In February 2015 the NGMN Alliance published its 5G White Paper providing consolidated 5G operator requirements. In June 2016 NGMN launched the second phase of its 5G-focused work-programme that is building on and developing end-to-end architecture principles from the 5G White Paper and the first phase of work in project P1, with the intention of deriving an end-to-end architecture framework which can support the standardisation and subsequent availability of 5G for 2020 and beyond. 

3. Intention of the LS and required actions
The purpose of the NGMN 5G security group is to identify new threats and security issues that may arise with 5G. The attached document focuses on Mobile Edge Computing, Low Latency and Consistent User Experience. Mobile Edge Computing and Low Latency allow providing new type of services. The NGMN 5G security group studied the security threats, frauds, vulnerabilities and challenges that such concepts could introduce in 5G and provided security recommendations to mitigate them.

We would like to ask 3GPP SA3 and ETSI MEC to consider the attached document as an input to your work on 5G. The NGMN 5G security group has identified 17 possible threats and described those through 17 key issues. Each of these key issues contains a description section that explains the problem and why it could have an impact in 5G. Thus, a recommendation section describes for each key issue a solution to address the problem. We kindly ask 3GPP SA3 and ETSI MEC to review the document and provide feedback and considerations.

In addition, we would like to inform 3GPP SA2 and ETSI MEC that it is our intention to keep you updated on our future NGMN 5G Work Programme. 
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